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Abstract. The migration of legacy software toward memory-safe pro-
gramming languages has emerged as a promising approach to reducing
vulnerability exposure in critical systems. However, rigorously assessing
whether such migrations improve security remains challenging, as cross-
language comparisons are affected by differences in tool maturity, code
structure, and analysis coverage.
This paper presents a language-agnostic, multi-metric methodology for
security evaluation in transpilation workflows. The approach combines
static analysis, coverage-guided fuzzing, a dedicated metric for memory
vulnerabilities, and a delta metric capturing vulnerabilities introduced
and removed during transformation. To enable sound comparison, raw
findings are normalized into risk-density measures by relating static anal-
ysis results to the number of functions and dynamic findings to the num-
ber of executed functions, and then mapped to bounded risk indicators
using an exponential transformation. These indicators are aggregated
into a global security score that quantifies relative improvement between
baseline and migrated implementations.
To improve scalability, the dynamic pipeline integrates an automated,
ML-assisted crash-triage component to classify fuzzing results. Experi-
ments with controlled CWE-based implementations show that the pro-
posed methodology yields interpretable, bias-reduced comparisons be-
tween C and Rust programs. The framework provides a reproducible
and extensible approach for quantifying security gains in transpilation
and language migration processes. This controlled setting offers an initial
validation, and future work will extend the methodology to industrial-
scale codebases.

Keywords: Software Security · Transpilation · Memory Safety · Rust
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1 Introduction

Software security is a critical concern in increasingly interconnected systems.
Ensuring the reliability and resilience of software components is now a priority
for organizations seeking to reduce the attack surface and exposure to cyber
threats.
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To support this, organizations increasingly rely on automated assessment
pipelines that combine static analysis (e.g., SonarQube [37], Semgrep [36]) with
dynamic techniques such as coverage-guided fuzzing [25]. Each provides incom-
plete evidence on its own due to false positives and limited coverage [30]. In
parallel, recent guidance from major institutions recommends migrating legacy
components to memory-safe languages, often via transpilation (e.g., C/C++
to Rust) [5,28,39]. However, current evaluation practice still emphasizes perfor-
mance, maintainability, and functional equivalence, leaving open a key question:
how can we fairly and repeatably determine whether the migrated implementation
is actually more secure?

We address this by proposing a language-agnostic, multi-metric methodol-
ogy for comparing the security posture of observationally equivalent implemen-
tations, illustrated on C/C++ and Rust. Our approach combines static analysis,
coverage-guided fuzzing, a memory-focused metric, and a delta metric that cap-
tures vulnerabilities introduced and removed during transformation. To improve
scalability, the dynamic stage incorporates a machine-learning-assisted crash-
triage subsystem that classifies AFL++ artifacts and replay traces.

To enable comparison across languages and tools, raw findings are normalized
into risk-density measures based on semantic and executed exposure and mapped
to bounded risk indicators [0, 1] through a calibrated transformation.

This work is motivated by a research initiative to evaluate transpilation
tools [13,2,8], which translate and compile source code from one language into an
equivalent implementation in another. Our main case study is translating C and
C++, valued for performance and flexibility but prone to memory-safety vulner-
abilities, into Rust, a modern language with strong memory-safety guarantees.
Although we focus on C/C++-to-Rust, the methodology is language-agnostic
and applicable to other cross-language security comparisons.

We evaluate the methodology on a dataset of controlled CWE-based imple-
mentations. This controlled setting enables reproducible experiments, isolates
the impact of language features, and avoids confounding effects from large-scale
architectural complexity. It thus provides a baseline for analyzing the method-
ology before extending it to real-world systems.

Section 2 reviews language migration, transpilation, and security measure-
ment work, emphasizing the lack of rigorous methods for fair cross-language
security comparison. Section 3 defines the security comparison problem, includ-
ing objectives, challenges, and analysis tools used to reduce tool-induced bias.
Section 4 describes the scoring process, including normalization and calibration
to ensure fairness. Section 5 reports initial findings on CWE-based samples. Fi-
nally, Section 6 provides a summary and outlines future directions, including
industrial applications.

2 Related Work

Recent research has explored migrating legacy systems written in C and C++
to memory-safe languages, with particular attention to Rust-based transpilation
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approaches [5,11]. These works investigate automated translation techniques and
address the technical challenges involved in preserving functional equivalence
across languages.

Most existing efforts emphasize the theoretical guarantees of Rust’s owner-
ship and borrowing model, which, by construction, eliminate broad classes of
memory-safety vulnerabilities. However, ensuring the absence of vulnerabilities
in practice remains inherently difficult [20,32].

Beyond tool development, several studies aim to empirically demonstrate
the security benefits of migrating from unsafe to safer languages. These works
typically rely on vulnerability counts or crash rates without controlling for biases
introduced by language differences, tool maturity, or detection capabilities. As a
result, reported improvements may reflect analysis artifacts rather than intrinsic
security gains. Addressing this limitation is a central goal of our normalization
strategy [26,23].

In parallel, major institutions and organizations, including the White House
and large technology companies such as Google, have publicly advocated for the
adoption of memory-safe languages in critical software systems [19,28,39,18].
These initiatives often report significant reductions in memory-related vulnera-
bilities following the introduction of Rust into existing codebases. While these
reports provide valuable high-level evidence of security improvements, they typ-
ically lack a detailed, reproducible methodology for measuring, normalizing, and
validating security gains. In particular, they rarely explain how introduced vul-
nerabilities are accounted for or how improvements are distinguished from shifts
in tooling or reporting practices [12,16].

In addition to traditional static and dynamic analysis techniques, recent re-
search has explored alternative approaches to vulnerability detection and secu-
rity assessment. These include advances in coverage-guided fuzzing, hybrid anal-
ysis techniques, and the use of large language models (LLMs) [14,9,21,22,15] for
vulnerability identification and code auditing. While these approaches improve
detection capabilities, their primary focus remains on identifying vulnerabilities
within a single codebase rather than on enabling systematic, unbiased compar-
isons across programming languages [4,27]. In contrast, the machine-learning
component introduced in this work supports scalable crash triage in fuzzing-
based evaluation, assisting the classification of dynamic failures without replac-
ing traditional static or dynamic analysis techniques.

Overall, prior work motivates memory-safe migration but rarely provides
an end-to-end, language-agnostic methodology that combines complementary
evidence sources and normalizes heterogeneous tool outputs into comparable,
interpretable metrics for cross-language security evaluation [31,7,41]. Our work
targets this methodological gap for transpilation and migration workflows.

3 Evaluation of Security

Comparing the security posture of C/C++ and Rust implementations requires
careful control of methodological bias. Differences in language design, memory
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models, and tool maturity can distort raw vulnerability counts, making direct
comparisons unreliable. In particular, the more mature analysis ecosystem for
C/C++ tends to produce more alarms, many of which are false positives, so
higher detection counts do not necessarily reflect higher intrinsic risk [30].

To address these challenges, we propose a structured, repeatable methodology
to quantify security gains throughout transpilation.

3.1 Objectives

The objective of the security evaluation is to determine whether the transpilation
process yields a measurable and meaningful reduction in security risks associated
with legacy C/C++ codebases. Since Rust integrates compile-time guarantees
that eliminate an entire class of memory vulnerabilities, the expectation is that
the resulting software should inherently be more secure.

To validate this hypothesis, our evaluation seeks to quantify differences in
vulnerability exposure between the two languages using a set of vulnerability de-
tection programs; monitor how security evolves at each step of the transpilation
workflow; assess whether security improvements are consistent and sustained;
and verify that newly introduced vulnerabilities (if existing) do not outweigh
those eliminated.

3.2 Challenges

A direct comparison of security properties between C/C++ and Rust raises
several methodological challenges. First, the languages follow fundamentally dif-
ferent paradigms regarding memory safety and access control, which influence
how vulnerabilities manifest.

Second, the maturity and diagnostic capabilities of analysis tools are not
equivalent. For example, C and C++ have been supported by industrial-grade
static analysis platforms such as SonarQube for many years, benefiting from ex-
tensive rule sets, community feedback, and tuning based on real-world vulnerabil-
ity patterns. In contrast, Rust support in comparable platforms is comparatively
recent, and rule coverage remains less mature than for C/C++. Without appro-
priate controls, this can bias vulnerability counts toward the better-supported
language, confounding language effects with tooling maturity.

These challenges require a robust evaluation strategy that normalizes
scores, combines complementary analysis techniques, and distinguishes genuine
improvements from tool-induced distortions.

3.3 Tools

A careful selection of security analysis tools has been made to ensure an ob-
jective and comprehensive evaluation of the security posture of C/C++ and
Rust codebases. Since vulnerabilities can be detected using different techniques,
the toolset is divided into two complementary categories: static and dynamic
analysis.
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Static Analysis. Static analysis introduces a significant risk of bias because
tooling maturity differs substantially between languages. For C and C++, vul-
nerability detection is supported by well-established platforms such as Sonar-
Qube and Semgrep [37,36]. These tools rely on decades of rule development and
broad industrial adoption, providing comprehensive and reliable diagnostics.

In contrast, Rust support in comparable platforms is more recent. For ex-
ample, official Rust integration in SonarQube was introduced only in April
2025 [38], and the available security rules remain fewer and less mature than
those for C/C++. Using these tools alone can bias the evaluation toward the
better-supported language, reflecting differences in tooling rather than intrinsic
language properties.

To mitigate this issue, additional Rust-specific static analyzers are incorpo-
rated to improve diagnostic coverage. Rudra is a memory-safety-oriented static
analyzer tailored to Rust’s ownership and borrowing model, detecting misuse
patterns linked to concurrency, aliasing, and lifetime errors [33]. Cargo Geiger
reports the presence and propagation of unsafe blocks and dependencies; al-
though unsafe constructs may be justified for low-level operations, their oc-
currence highlights security-sensitive regions of the code [6]. Clippy, the official
Rust linter, is configured with strict settings to flag non-idiomatic, risky, or error-
prone coding constructs that may reduce long-term safety and reliability [35].

When combined with SonarQube, this Rust toolset increases diagnostic cov-
erage where general-purpose scanners lag. Because unequal tool maturity can
dominate raw counts, we treat tool outputs as noisy measurements rather than
ground truth and enforce comparability through: (i) a shared language-agnostic
taxonomy for mapping findings, (ii) severity-and-category weighting applied
uniformly, and (iii) normalization into risk densities to reduce structural and
reporting-volume effects. To avoid introducing a counter-bias, we restrict the
Rust-specific checks and tools to equivalent detection mechanisms in the C/C++
baseline (e.g., memory safety and unsafe exposure).

The goal is to compensate for differences in tooling maturity and achieve
comparable analytical coverage across languages, ensuring that results reflect
language security level rather than tool support.

Dynamic Analysis. Static analysis alone cannot capture all vulnerability
classes, especially those triggered only at runtime, such as memory corruption,
unexpected state transitions, or improper input handling. To complement static
inspection, we perform dynamic analysis using automated fuzzing. We employ
the AFL++ fuzzer [1] for its strong performance in detecting memory-related
issues and crash-inducing behavior in native binaries. AFL++ natively supports
instrumentation for C and C++, enabling efficient detection of runtime viola-
tions, including buffer overflows, heap corruption, and illegal memory accesses.
Crucially, AFL++ also provides an equivalent Rust integration mode [34], al-
lowing Rust programs to be instrumented and fuzzed with the same mutation
strategies and runtime feedback metrics. This ensures that the dynamic evalua-
tion of both language versions occurs under comparable conditions, so differences
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in vulnerability discovery can be attributed to language properties rather than
tooling. During fuzzing, inputs are automatically generated and mutated from an
initial corpus to exercise diverse execution paths. When a crash occurs, the trig-
gering input is saved for replay and analyzed using debugging tools, along with
an assisted triage stage that automates vulnerability classification and severity
assessment. Dynamic analysis thus offers essential insight into runtime robust-
ness, particularly memory safety, and complements static evaluation to provide
a more comprehensive view of the security posture of both implementations.

Mitigating Tool-Induced Bias. The evaluation relies on language-specific
analysis tools because the tools used for the different languages have different
scoring systems and way to classify findings. To mitigate discrepancies, their
findings are mapped to a common set of vulnerability categories (e.g., CWE),
enabling consistent comparison despite naming or reporting differences.

Vulnerability counts are then converted into risk-density metrics (e.g., per
function or execution unit), which temper the impact of tool-specific detection
volume. Tools with different capabilities may produce different absolute counts,
but normalization expresses findings relative to structural or executed exposure,
shifting the focus from “how many issues are reported” to “how densely issues
occur”.

The methodology restricts evaluation to vulnerability categories that can be
reliably identified across tools (e.g., shared CWE classes) and applies identi-
cal scoring and aggregation rules across languages. Vulnerabilities unique to a
single toolchain do not skew the final score, and comparable issues are treated
uniformly, so the comparison centers on shared, consistently represented vulner-
ability types.

These measures lessen, but do not eliminate, tool-induced bias. The resulting
indicators should be interpreted as relative measures within a controlled, func-
tionally aligned setup rather than as absolute, tool-independent security metrics.

4 Methodology

This section describes how vulnerability findings are processed, measured, and
normalized into comparable security metrics for the original C/C++ implemen-
tation and its transpiled Rust equivalent.

Because the two languages differ significantly in both inherent safety guar-
antees and maturity of analysis tools, a direct one-to-one comparison of raw
vulnerability counts would lead to misleading conclusions. Instead, the method-
ology relies on a structured scoring approach that combines multiple detection
techniques, severity weighting, and normalization formulas. This enables the
evaluation to capture the actual security impact of transpilation rather than the
uneven diagnostic capabilities of tools.

The evaluation is divided into four complementary sub-metrics: static anal-
ysis evaluation (30% of the global score), dynamic analysis evaluation (45%),



Language-Agnostic Multi-Metric Security Evaluation 7

occurrence of memory-related vulnerabilities (10%), and the net variation of
vulnerabilities introduced vs. removed during transpilation (15%).

These weights reflect the relative evidential strength and security impact of
each metric: dynamic analysis is emphasized due to exploitable runtime fail-
ures, while static analysis captures broader structural weaknesses. The memory-
specific and delta metrics refine the evaluation by isolating memory exposure
and accounting for vulnerabilities removed versus introduced during transpila-
tion. The weighting scheme is designed to balance complementary sources of
evidence while preventing any single metric from disproportionately influencing
the overall security assessment.

4.1 Normalization

At a basic level, the score of each sub-metric could be computed as a raw score
by applying a weight and a severity factor to each detected vulnerability, using
the following formula:

Sraw =
∑

(wtype · sseverity).

However, raw scores are not comparable across languages because they are
strongly affected by code structure, size, and tool-specific coverage. As discussed
in Section 3.2, analysis tools differ in rule sets and maturity across languages,
so raw scores can conflate security risk with measurement artifacts [3,24,42].

To address these limitations and ensure a fair comparison, we introduce a
normalization process. This process is decomposed into several steps, each de-
scribed in the following subsections.

Vulnerability Classification. The first step is to classify detected vulner-
abilities into language-agnostic categories and assign each category a weight
reflecting its potential security impact. Based on the CWE abstractions, we
define the following vulnerability classes and their associated weights (inside
the parentheses). Those weights have been attributed based on the Common
Vulnerability Scoring System (CVSS) [17]: Memory safety (8), Injection (6),
Authentication/Authorization (6), Concurrency (3), Cryptography/Secrets (3),
and Logic/State (1).

These categories are applicable across programming languages and allow het-
erogeneous tool outputs to be mapped onto a common semantic basis. Each de-
tected vulnerability is assigned to exactly one category, ensuring consistency in
scoring.

In addition, we incorporate a severity factor also based on CVSS to dis-
tinguish vulnerabilities within the same category: Critical (1.0), High (0.75),
Medium (0.4), and Low (0.1).

The impact of a vulnerability is therefore computed as:

impact = wtype · sseverity

This prevents a large number of low-severity issues from outweighing a smaller
number of high-impact vulnerabilities.
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Static Analysis Normalization. Static analysis evaluates potential vulnera-
bilities across the entire codebase, yielding a raw static score (Sstatic,raw) that
reflects the total potential risk but remains highly sensitive to code size and
structure. To obtain a fair metric, this raw score must be transformed into a risk
density.

This is achieved by normalizing the raw static score by a semantic exposure
metric. Possible denominators include control-flow graph (CFG) nodes or basic
blocks, the number of functions, or lines of code (LOC).

All of these metrics are valid representations of code exposure. However, in
this study, we select the number of functions to integrate the impact of each
function into the security evaluation. The normalized static score is therefore
computed as:

Sstatic,norm =
Sstatic,raw

number_of_functions
.

This normalization converts total potential risk into a potential risk density
per unit of logic, mitigating biases introduced by language verbosity or refactor-
ing.

Dynamic Analysis Normalization. Dynamic analysis differs fundamentally
from static analysis because it observes vulnerabilities only along executed paths.
Consequently, normalizing by total code size or the total number of functions is
inappropriate, as unexecuted code does not contribute to observed runtime risk.
Instead, dynamic normalization relies on an executed exposure metric, such as
covered CFG edges or executed functions.

To remain consistent with the static normalization strategy, we choose the
number of executed functions as the denominator. The normalized dynamic
score is computed as:

Sdynamic,norm =
Sdynamic,raw

executed_functions
.

Bounding and Calibration. After normalization, we obtain two metrics: the
potential risk density Sstatic,norm and the observed risk density Sdynamic,norm.

However, those metrics do not share a common numerical scale and cannot
be aggregated directly. To address this, we apply a bounding transformation
that maps normalized scores to an interpretable risk indicator in the interval
[0, 1]. This produces a common, monotonic risk scale across tools and languages,
enabling aggregation without mixing incompatible units.

Following established practices in quantitative risk modeling, we use an ex-
ponential bounding function [10]:

R = 1− e−kS ,

where S denotes a normalized score and k is a calibration parameter. Separate
values are used for static and dynamic analyses: kstatic is chosen smaller to reflect
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uncertainty and false positives in static analysis, while kdynamic is chosen larger
to reflect the stronger evidential value of observed runtime failures.

This function has two key properties. First, it is monotonic, preserving score
ordering (S1 > S2 ⇒ R1 > R2). Second, it is bounded in [0, 1], enabling the
definition of interpretable risk thresholds, for example R < 0.2 (low risk), 0.2 ≤
R < 0.8 (moderate risk), and R ≥ 0.8 (high risk).

Additionally, the exponential form captures diminishing returns; early find-
ings increase risk sharply, while additional findings contribute progressively less.

The calibration parameter k is derived by anchoring a normalized score Shigh
to a target high-risk level Rhigh, using:

k = − ln(1−Rhigh)

Shigh
.

The values of Shigh are defined by explicit acceptance thresholds, such as un-
acceptable densities of high-impact memory vulnerabilities per function or per
executed function. This calibration encodes risk tolerance explicitly and is ap-
plied consistently across languages.

Sensitivity and Interpretation of Design Parameters. Calibration thresh-
olds determine how quickly the risk indicator grows as vulnerabilities accumu-
late. Lower thresholds trigger earlier penalties and suit safety-critical or high-
assurance settings, where even a few issues are unacceptable. Higher thresholds
delay risk escalation and fit environments that can tolerate some residual risk.

These parameters encode different risk models and operational constraints.
Although we fix them in this study for comparability, the framework lets prac-
titioners tune them to their context.

For instance, an organization migrating a legacy C component to Rust in a
safety-critical system (e.g., embedded control software) cannot tolerate runtime
failures such as memory corruption. Emphasizing dynamic analysis and using low
thresholds yields a conservative risk indicator: even a small number of crashes
or undefined behaviors sharply increases the score, supporting strict go/no-go
decisions.

In a less critical industrial context setting (e.g., a backend service with mon-
itoring and recovery), some residual risk is acceptable. Higher thresholds then
produce a more gradual increase in the risk indicator, letting decision-makers
weigh security signals against trade-offs such as maintainability or performance.

These examples show how parameter choices shape the interpretation of re-
sults and support context-dependent decisions. In this work, normalization turns
raw findings into language-agnostic risk-density metrics, then maps them to
bounded risk indicators via a calibrated exponential transformation, enabling
interpretable aggregation in a unified evaluation methodology.
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4.2 Static Analysis

Static analysis constitutes the first component of the evaluation. As discussed
in Section 3.2, C/C++ and Rust require separate toolchains due to differences
in tool maturity. We therefore use parallel pipelines to preserve comparability.

Static Analysis for C/C++. For the original legacy version written in C
or C++, the analysis primarily relies on SonarQube. The choice of this tool is
motivated by its high maturity for C/C++ codebases, stemming from decades
of industrial deployment and a large, continuously updated set of vulnerability
rules. SonarQube scans the entire program and produces a structured report
listing security vulnerabilities, code smells, and potential bugs, each with an
associated severity level.

To convert this raw output into a quantitative security score, the following
steps are applied:

1. Execute a full SonarQube scan on the C/C++ codebase.
2. Extract all reported findings and classify each into a dedicated vulnerability

category based on the underlying CWE type.
3. Assign a weight to each category, reflecting its security impact (e.g., memory

corruption issues are weighted significantly higher than minor logic anoma-
lies).

4. Compute a weighted security score as the sum of all vulnerability weights.
5. Apply the two-step normalization procedure (Section 4.1) to reduce

detection-volume bias and obtain a comparable score.

This process yields a reliable measurement of static vulnerability exposure
in the original implementation.

Static Analysis for Rust. Given the limitations of tooling maturity discussed
in Section 3.2, additional Rust-specific analyzers are incorporated. Each tool
produces its own report. These reports are then combined and transformed into
a unified SonarQube-compatible format, enabling the Rust static analysis re-
sults to be processed using the same classification, weighting, and normalization
procedures as for C/C++.

Thus, the equivalent scoring pipeline mirrors the C/C++ one: SonarQube,
Rudra, Cargo Geiger, and Clippy are executed on the Rust codebase, their re-
ported vulnerabilities are merged into a single consolidated dataset and classified
into the same categories used for C/C++ scoring, and the resulting weighted
security score is computed and passed through the two-step normalization.

Outcome and Weight in Global Evaluation. At the conclusion of this
step, two independent, normalized static analysis scores are obtained: one for
C/C++ and one for Rust, both expressed on a comparable scale. This metric
contributes 30% of the global security score. This weighting reflects the maturity
and coverage of static analysis tools, while acknowledging that critical runtime
issues may only be revealed through dynamic techniques.
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4.3 Dynamic Analysis

Static analysis may miss vulnerabilities that manifest only at runtime. Dynamic
analysis complements it through fuzz testing, which can reveal concrete failures
such as memory corruption and input-triggered crashes.

Fuzzing Instrumentation. Before running a fuzzing campaign, the program
must be instrumented. For C/C++, compilation is performed with the AFL++
instrumentation toolchain, which inserts lightweight tracing hooks and enables
detection of memory-safety violations via sanitizers such as AddressSanitizer
(ASan) and UndefinedBehaviorSanitizer (UBSan). This allows the fuzzer not
only to detect process crashes but also to detect silent memory errors, such as
buffer overflows, use-after-free, or heap corruption.

Rust follows the same workflow using the Rust-compatible AFL++ mode,
ensuring equivalent observability and avoiding methodological bias.

Fuzzing Campaign Execution. Once instrumented, the program is executed
under AFL++, which automatically mutates inputs to explore as many execu-
tion paths as possible. The objective is to maximize code coverage and trigger
unexpected states. When a crash or abnormal behavior is detected, AFL++
stores the responsible input in a dedicated crash corpus. These saved inputs
represent distinct potential vulnerabilities found during fuzz execution.

Crash Reproduction and Classification. After the fuzzing campaign, all
collected inputs are replayed under a debugger (e.g., GDB & Rust-GDB) to vali-
date and analyze the observed failures. This post-processing step enables precise
identification of the root cause of each crash, categorization of the vulnerabil-
ity type (e.g., heap overflow, use-after-free, or stack-based issue), elimination
of non-security-relevant crashes and false positives, and alignment of confirmed
findings with the predefined severity scoring criteria.

ML-Assisted Crash Triage. We introduce a machine-learning-assisted crash
triage stage to enable scalable, consistent classification. Each detected crash is
labeled with three attributes: (i) exploitability (vulnerability vs. non-security
crash), (ii) a taxonomy-based vulnerability category, and (iii) a severity level.
Classification relies on evidence from AFL++ reports and debugger replay traces
collected during crash reproduction.

We employ a fine-tuned large language model deployed via Ollama [29],
trained on annotated crash reports and debugging traces. The model learns
to associate execution symptoms (e.g., faulting instructions, stack traces, mem-
ory access violations) with vulnerability categories. Given an AFL++ report and
corresponding debugger replay output, it decides whether the crash is exploitable
and assigns the most appropriate taxonomy category.

We evaluate the triage model on a validation set of 100 diverse samples, in-
cluding both vulnerable and non-vulnerable samples. Each sample is compiled
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and executed with the same AFL++ instrumentation as in the main experi-
ments, and crash traces are obtained via deterministic debugger replay. On this
dataset, the system achieves about 95% classification accuracy, enabling auto-
mated prioritization and scoring of fuzzing findings while substantially reducing
manual analysis.

The small validation set of 100 samples limits statistical confidence and may
under-represent real-world crash diversity, providing a helpful indication rather
than a definitive measure of generalization.

The model consumes structured inputs from AFL++ reports and determinis-
tic debugger traces, thereby reducing variability and supporting consistent clas-
sification. Its role is to group discovered crashes into broader vulnerability types,
not to detect vulnerabilities directly from code. Because the gap between vul-
nerability scores is small, misclassifications have limited impact on the overall
score.

The ML-based triage is an optional accelerator that reduces analysis effort
within the overall methodology, and manual or rule-based classification can be
used instead.

Dynamic Security Scoring. For the dynamic analysis pipeline, each detected
vulnerability category is assigned a weight proportional to its criticality in the
evaluated language. A weighted dynamic score is computed and normalized using
the two-step method presented in Section 4.1. This yields two independent, com-
parable dynamic analysis security scores: one for the original C/C++ program
and one for the transpiled Rust version.

Role in Global Assessment. Dynamic analysis captures directly exploitable
runtime vulnerabilities, particularly memory-safety violations. For this reason,
it receives the highest contribution among evaluation components, accounting
for 45% of the total security score.

4.4 Memory-Related Vulnerabilities

When comparing C/C++ and Rust implementations, memory-related vulnera-
bilities are particularly important. This metric evaluates whether transpilation
reduces exposure to memory-safety defects in practice.

Target Vulnerability Classes. This metric focuses exclusively on vulnera-
bilities that directly involve incorrect memory usage, including buffer overflows,
use-after-free, and out-of-bounds accesses; invalid pointer usage (null or unini-
tialized); data races and unsafe memory access; and integer overflows impacting
memory safety.

These categories are typically associated with the highest severity levels be-
cause they enable critical exploitation techniques such as remote code execution
or arbitrary memory access.
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Evaluation Method. Memory vulnerability counts are extracted from both
previous evaluation stages, static analysis reports (Section 4.2), and dynamic
fuzzing crash reports (Section 4.3).

The occurrences are then aggregated to produce a memory-specific score
that reflects the number of memory-related issues detected, their severity, and
the extent to which they remain or are eliminated after transpilation.

This metric is treated separately because memory corruption vulnerabilities
are particularly important in safety-critical systems.

Weight in the Global Score. Although memory-related vulnerabilities are
already accounted for with considerable weighting in the static and dynamic
analysis scores, this metric provides a dedicated focus on dangerous vulnera-
bilities affecting C/C++ software. Therefore, it contributes 10% to the final
security score.

This weighting ensures that improvements explicitly related to Rust’s mem-
ory safety model are properly highlighted without disproportionately overshad-
owing other vulnerability dimensions.

4.5 Computing a Delta

The delta metric evaluates the net impact of the transpilation process on security.
While static and dynamic analyses quantify vulnerabilities in each language sep-
arately, they do not indicate whether the Rust version improves on the original
code or introduces new weaknesses. The delta metric fills this gap by comparing
the presence of vulnerabilities before and after transpilation.

Computation Method. For each transpilation iteration, vulnerabilities de-
tected in C/C++ and Rust are compared to determine three outcomes:

– Removed: present in C/C++ but absent in Rust,
– Persisting: present in both versions,
– Introduced: absent in C/C++ but appearing in Rust.

A net security gain is then calculated as:

∆ = Removed(vulnerabilities)− Introduced(vulnerabilities)

Significance. A positive ∆ value indicates that transpilation improves overall
security, whereas a negative value indicates that new vulnerabilities have been
introduced. This metric directly measures whether the tool achieves its funda-
mental objective: reducing vulnerability exposure.

Weight in the Final Score. The delta metric contributes 15% to the total
security score. This underscores its importance for validating the effectiveness
of the transpilation process, while acknowledging its partial dependence on the
results of static and dynamic analyses.
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4.6 Final Score Analysis

Once all four sub-metrics have been computed and normalized, they are aggre-
gated into a single global security score for each language. This score provides a
consolidated, interpretable measure of the overall security posture of the evalu-
ated codebase. Thanks to the normalization process described in Section 4.1, the
final scores are directly comparable between languages. Each sub-metric is first
mapped to a bounded risk indicator in [0, 1], and the final score is a weighted
aggregation of these indicators. In this scale, higher values indicate higher secu-
rity risk, and lower scores correspond to a stronger security posture. Since the
original C/C++ implementation remains unchanged during the entire process,
its score is expected to remain constant. In contrast, as the Rust version be-
comes safer, its score should decrease. A monotonic downward trend in the Rust
score, therefore, indicates a security improvement, validating the purpose of the
transpilation process.

4.7 Methodological Robustness and Generalization

The proposed methodology is designed to remain robust across variations in
tools, configurations, and programming languages. By abstracting vulnerability
findings into a shared taxonomy and normalizing them into risk-density met-
rics, the framework reduces sensitivity to tool-specific artifacts and structural
differences in code.

The use of bounded risk indicators further ensures that heterogeneous mea-
surements can be aggregated without introducing scale inconsistencies. Addition-
ally, the methodology is modular: alternative static analyzers, fuzzing engines,
or classification approaches can be integrated, provided their outputs can be
mapped to the common representation.

Finally, the ML-assisted crash triage component is optional and does not
affect the correctness of the evaluation pipeline. This modularity supports ex-
tensibility and facilitates adaptation to different evaluation environments and
industrial contexts.

5 Results and Observations

This section applies the methodology to assess whether normalization mitigates
structural and tooling biases and produces interpretable comparisons.

The following results were obtained using controlled CWE-based implemen-
tations and should be interpreted as indicative of methodological behavior rather
than as representative of industrial-scale systems.

Experiments were conducted on Ubuntu 24.04.2 LTS using GCC 13.3.0 and
Rust 1.94.0-nightly. All binaries were compiled with AFL++ 4.09 (afl-cc) and
-O0, ensuring stable control-flow structure and easier interpretation of sanitizer
reports.



Language-Agnostic Multi-Metric Security Evaluation 15

To enhance runtime vulnerability detection, programs were compiled with
AddressSanitizer (ASan) and UndefinedBehaviorSanitizer (UBSan), enabling de-
tection of memory-safety violations and other undefined behaviors relevant to
the security evaluation.

5.1 Code Base

A representative and controlled codebase is a prerequisite for the evaluation. As
discussed in Section 1, the motivation of this work originates from a transpilation
project in which an original C codebase is transformed into an equivalent Rust
implementation.

To first evaluate the methodology independently of transpiler bias, we con-
structed an open-source, rule-based experimental dataset4 comprising multiple
equivalent implementations, each containing specific, well-defined vulnerabili-
ties. For each test case, we implemented one version in C and an equivalent
version in Rust. The vulnerabilities were selected from the MITRE Common
Weakness Enumeration (CWE) framework [40], ensuring that the experiments
are grounded in widely recognized vulnerability definitions.

In this study, we focus on six representative CWEs: CWE-119 (Improper
Restriction of Operations within the Bounds of a Memory Buffer), CWE-121
(Stack-based Buffer Overflow), CWE-127 (Buffer Under-read), CWE-188 (Re-
liance on Data/Memory Layout), CWE-416 (Use After Free), and CWE-789
(Memory Allocation with Excessive Size Value).

For each CWE, one or more vulnerable code samples were implemented in C
and reproduced in Rust with equivalent functionality. The analysis is conducted
by grouping all code samples associated with the same CWE and applying the
proposed methodology to each group independently. This process yields, for
each CWE, a static analysis score, a dynamic analysis score, a memory-related
score, and a delta score capturing introduced and removed vulnerabilities. These
intermediate results are then aggregated into a final score for each CWE.

5.2 Static Analysis Results

As explained in Section 4, static and dynamic analyses are the main contribu-
tors to the global security score, with weights of 30% and 45%, respectively. It
is therefore useful to examine them separately before discussing the final aggre-
gated score.

Figure 1 reports the static analysis scores for the code samples, grouped by
CWE. Overall, C and Rust obtain similar static scores for most CWEs. This
is expected, as static analysis focuses on potential vulnerabilities inferred from
code patterns rather than concrete runtime behavior, and is thus less effective
at exposing critical memory-safety issues that depend on execution context.

For CWE-121, the static scores for C and Rust differ only moderately. Many
memory-related issues detected in C are not fully removed by transpilation and
4 https://github.com/defra-forces/c-rust-cwe-dataset

https://github.com/defra-forces/c-rust-cwe-dataset
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may still appear in the Rust version, especially under conservative or pattern-
based rules. In addition, the normalization process reduces biases due to code size
and structural differences, yielding comparable static scores across languages.

By contrast, CWE-119 shows one of the largest gaps between the two imple-
mentations. This indicates that, despite normalization, language-level properties
can still produce measurable differences in static analysis results, demonstrating
that the evaluation methodology captures meaningful variations in vulnerability
exposure across languages.

Fig. 1. Static analysis risk scores per CWE for the C (filled square) and Rust (open
circle) versions; higher values indicate greater vulnerability exposure. Scores are broadly
similar across languages, as static rules flag potential issues from code patterns rather
than runtime behavior.

5.3 Dynamic Analysis Results

In contrast to static analysis, Figure 2 highlights a significantly sharper differ-
ence between C and Rust in the dynamic analysis results. This difference arises
because dynamic analysis executes the program and is therefore more likely to
reveal concrete runtime failures, particularly critical memory-safety vulnerabili-
ties. Such vulnerabilities are precisely those that Rust’s ownership and borrowing
model is designed to prevent.

As a result, C implementations exhibit substantially higher dynamic analy-
sis scores than their Rust counterparts across the evaluated CWEs, indicating
lower vulnerability exposure in Rust. These findings reinforce the decision to
assign a higher weight (45%) to the dynamic analysis sub-metric, as it captures
vulnerabilities that are directly exploitable and have a strong security impact.
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Fig. 2. Dynamic analysis risk scores per CWE (C: filled square, Rust: open circle);
higher values indicate greater exposure. Fuzzing reveals a far larger gap than static
analysis, with C scoring substantially higher across all CWEs.

5.4 Final Result

The final score aggregates all normalized sub-metric scores, as described in Sec-
tion 4.6, and provides an objective comparison of the overall security posture of
C and Rust for each CWE. It is an aggregated security risk indicator derived
from multiple evaluation metrics, where higher values denote greater security
risk and lower values indicate a stronger security posture.

As shown in Figure 3, C implementations consistently obtain higher final
scores than their Rust counterparts across all considered CWEs. Since higher
scores correspond to greater risk, this indicates that Rust generally offers a
stronger security posture, in line with its stronger memory-safety guarantees.
Crucially, the methodology quantifies this difference systematically and repro-
ducibly rather than relying on qualitative judgments.

Beyond the final score, we compute a security indicator (Figure 4) that quan-
tifies the relative improvement in security from migrating C to Rust. Whereas
final scores are bounded in [0, 1] and reflect the absolute security risk of each im-
plementation, the security indicator captures the relative improvement between
the two implementations.

For a given CWE, the indicator is defined as the normalized difference be-
tween the final scores of the C and Rust implementations and expressed as a
percentage:

Security_Indicator(%) = 100 · SC − SRust

max(ϵ, SC)
,

where SC and SRust denote the bounded final scores of the C and Rust im-
plementations, respectively, and ϵ is a small constant (e.g., 10−6) introduced to
avoid division by zero when the baseline score SC approaches zero.
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With this formulation, higher values indicate larger security improvements,
values close to zero indicate similar security levels, and negative values indicate
a regression, meaning that the Rust implementation exhibits a higher risk score
than the original C version.

This indicator can be integrated into a broader evaluation framework along-
side metrics assessing correctness and performance, enabling a more comprehen-
sive and interpretable assessment of the impact of transpilation.

Fig. 3. Aggregated final security score in [0, 1] per CWE (C: filled square, Rust: open
circle); higher values denote greater overall risk. C scores above Rust on every CWE
except CWE-121, where the two coincide.

6 Conclusion

This paper presents a structured, reproducible methodology for comparing the
security posture of functionally equivalent implementations across programming
languages, providing an objective, measurable way to assess whether transpila-
tion yields security gains beyond qualitative claims.

The approach combines complementary analytical techniques with a normal-
ization strategy that enables fair cross-language comparisons and quantitative
assessment of security differences. Experiments on controlled CWE-based sam-
ples show the methodology is feasible and captures meaningful language-driven
security differences.

These findings are consistent with the broader shift toward memory-safe lan-
guages, such as Google’s integration of Rust into Android and reports of fewer
memory-related vulnerabilities [19]. Unlike such outcome-focused reports, our
contribution is a reusable, language-agnostic methodology for measuring and
comparing security gains across languages.
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Fig. 4. Per-CWE security improvement indicator: the relative reduction in final score
from C to Rust, as a percentage. Positive values denote reduced risk after transpilation,
ranging from 0% (CWE-121) to 57.9% (CWE-789).

Several limitations remain. The current evaluation covers only controlled,
CWE-based C and Rust implementations, which ensure reproducibility and pre-
cise control over vulnerabilities but do not match the complexity and scale of
industrial codebases. The methodology also depends on a particular toolchain
and configurations; despite mapping tool outputs to a shared vulnerability tax-
onomy and normalized risk indicators, differences in tools, rule sets, or fuzzing
strategies can still influence results, and normalization cannot fully eliminate
this variability.

Moreover, the ML-assisted crash triage is evaluated on just 100 samples,
limiting statistical confidence and coverage of real-world crash patterns. Finally,
calibration parameters and sub-metric weights in the scoring model are design
choices that, while grounded in established risk-scoring practices and applied
consistently across languages, encode specific risk preferences and may need
adaptation to different contexts.

Future work includes evaluating industrial-scale codebases, exploring alter-
native toolchains and configurations, expanding and diversifying the ML training
dataset, and conducting systematic sensitivity analyses of calibration parameters
to further strengthen robustness and applicability.
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